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Decision/action requested

Proposal 1: Start discussing Network Product Class Description (NPCD) and Security Problem Definition (SPD) for 5G nodes and network functions at SA3#94ad-hoc in Stockholm. The first contributions on the topic can then be brought to SA3#95 in Reno.

Proposal 2: Only add test cases when it is clearly stated which assets, threats and requirements it addresses, and a clear rationale is given why this test case supports the purpose of convincing that a network equipment implementation is secure.
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Rationale

3.1
Introduction

At the latest SA3 meetings, there was a lack of agreement on the scope of SCAS. The intention of this discussion paper is to clarify the purpose of SCAS, and to show that the scope will then be a natural consequence. There are also two concrete proposals on the further work in SA3 in clause 4 below. 
3.2
Background on security assurance and tests
There are many ways to define Security assurance. For example, NIST Special Publication 800-53 [1] defines it the following way: "Security assurance is the measure of confidence that the security functionality is implemented correctly, operating as intended, and producing the desired outcome with respect to meeting the security requirements for the system—thus possessing the capability to accurately mediate and enforce established security policies."
So assurance is about the quality of the security functionality in relation to the required protection. Tests that are intended to provide security assurance should raise the confidence that a node or function implements the requirements and security policies. Hence security assurance needs to start with models of the nodes or functions, possible threats and requirements. Only when these are available it is possible to design the tests that raise the confidence that the requirements are satisfied.
3.3

Purpose and scope of SCAS

The scope of SCAS becomes clearer if the purpose of SCAS is clear. One way to describe the purpose of SCAS could be the following: SCAS is about convincing that a network equipment implementation is secure. Such an argumentation will never fully cover all the details. Instead the important step is to choose which aspects need to be covered to obtain an argumentation that is as convincing as possible with a reasonable amount of work. Aspects that could be considered are the value of the assets under threat and the risk of an attack being performed. Which test cases are in scope of SCAS should be guided by the overall purpose of SCAS. It will not be as easy as for example including or excluding failure cases. Instead it will be a process of convincing each other that a certain test case is a reasonable argument that a network equipment implementation is considered secure. A test case should only be added if there is a clear rationale for including it.
The following example may be helpful to illustrate the argumentation above. Consider two test cases:


Test Case 1: Test that a gNB runs the Security Mode Command before communicating with a UE.


Test Case 2: Test that there are no default passwords configured in a node.

Test Case 1 is not likely to be problem in deployed systems, because the UE will not connect to such a gNB and the gNB would simply not be interoperable. No customer would buy such a gNB. Test Case 2 on the other hand addresses a very common security problem in the whole IT sector. The problem will not be solved automatically by the market. With these arguments, it could be argued that Test Case 2 has much higher priority to be included in a SCAS than Test Case 1.
It may also be useful to consider the intended audience for convincing that a network equipment implementation is secure. For SCAS, the target audience could be telecommunication equipment vendors, customers such as operators and industrial systems decision makers, and government decision makers. 

3.4

Assets, risks and requirements in TR 33.916 and TR 33.926 

Clauses 5.1 and 5.2 of TR 33.916 [2] describe the different parts of a SCAS, including a Network Product Class Description (NPCD) and Security Problem Definition (SPD). These are to be included in TR 33.926 [3] and are the first steps before writing the test cases. However, TR 33.926 [3] only contains aspects for 4G nodes. For 5G, test cases have been added without first agreeing on assets, risks and requirements.

4
Detailed proposal

Proposal 1: Start discussing Network Product Class Description (NPCD) and Security Problem Definition (SPD) for 5G nodes and network functions at SA3#94ad-hoc in Stockholm. The first contributions on the topic can then be brought to SA3#95 in Reno.

Proposal 2: Only add test cases when it is clearly stated which assets, threats and requirements it addresses, and a clear rationale is given why this test case supports the purpose of convincing that a network equipment implementation is secure.
